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Noorda College of Osteopathic Medicine is committed to ensuring the security and confidentiality 
of student data and records by safeguarding appropriate technical, administrative, and physical 
student information against unauthorized access, disclosure, alteration, and destruction.  
  
Noorda-COM only collects student data necessary for educational purposes that follow applicable 
laws and regulations. The College explains the purpose of the collected data and will obtain 
appropriate consent when necessary. All student data will be limited to authorized users and may be 
provided to employees with legitimate educational or administrative needs. Role-based access 
controls are implemented to ensure individuals have access only to the data necessary to perform 
their duties.    
  
Noorda-COM students have individual profiles in each software platform, where they can update 
personal information, submit assignments, and house all insurance related documents. Under no 
circumstance are students allowed to share access to their individual profiles with others.    
  
The Department of Media and Information Technology provides regular training and guidance to 
employees and students on security best practices and their responsibility in maintaining 
confidentiality of records. Security measures are regularly assessed to mitigate risks and 
vulnerabilities. The Department of Media and Information Technology continuously monitors and 
is prepared to address any potential breaches of student information.  
  
Retention periods for student records are in accordance with legal requirements and are properly 
and securely disposed of, preventing unauthorized access or disclosure when they are no longer 
required for educational or administrative purposes.   
  
Violations of this policy may result in disciplinary action, including termination of employment or 
legal consequences, depending on the severity of the breach and applicable laws.  
  
Maintenance of Student Records  
Noorda-COM will maintain the following student records information indefinitely:  

• Transcripts  
• Transcripts for coursework completed at other institutions  
• Dates of enrollment, matriculation date, start and end dates of each academic year, dates of 

leaves of absences, withdrawal, dismissal, conferral/graduation dates  
• National exam scores  
• Student course performance and clinical clerkship performance evaluations  
• Medical Student Performance Evaluations (MSPE) also known as Dean’s Letters  



• Change of status forms/letters related to leaves, academic schedule variations, remediations, 
name changes, withdrawal, dismissals, etc.  

• Final disposition of disciplinary action records (with or without sanctions)  
• Institutional technical standards forms for admissions and/or graduation  
• Medical School Diploma (copy)  
• Criminal background check, toxicology screenings  
• International student documentation  
• Student Health and Immunization records  

   
Education records exclude:  

• Records that are in the sole possession of school officials and are not accessible by other 
personnel   

• Law enforcement or campus security records that are maintained or created by the law 
enforcement unit for the purpose of law enforcement only  

• Employment records relating to students who are employed by the College, unless the 
employment is a result of his/her status as a student  

• Records created or maintained by a physician, psychiatrist, psychologist or other recognized 
professional or paraprofessional, that are used only in connection with the treatment of the 
student and are not available to anyone other than those providing such treatment  

• Records that contain information about an individual after that person is no longer a student 
at the College, unless the records pertain to the individual’s previous attendance as a student  

 
Please note that this is a non-exhaustive list. For questions regarding your student record, contact 
the Office of the Registrar at registrar@noordacom.org.  
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